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Port, Harbor and Port, Harbor and 
Base Force ProtectionBase Force Protection

GIS Plays a Critical RoleGIS Plays a Critical Role

Sound & Sea Technology, Inc.Sound & Sea Technology, Inc.
Edmonds WAEdmonds WA
Ventura CAVentura CA

Presentation PerspectivesPresentation Perspectives

UserUser--oriented, particularly from the oriented, particularly from the 
perspective of harbor, port, base perspective of harbor, port, base 
protectionprotection
Intent is to provide some insight into the Intent is to provide some insight into the 
needs of a specific endneeds of a specific end--user communityuser community
Mostly nonMostly non--technicaltechnical

Elements of Force ProtectionElements of Force Protection

DeterDeter
DetectDetect
WarnWarn
RespondRespond
Manage consequencesManage consequences
All hazards All hazards –– natural and humannatural and human
Includes Homeland SecurityIncludes Homeland Security

GIS plays a key role in all of these elements!

Typical Base AttributesTypical Base Attributes

LocationLocation
Area and boundariesArea and boundaries
Relationship to surroundings (urban or Relationship to surroundings (urban or 
rural)rural)
Ingress/egress patternsIngress/egress patterns
Perimeter with entry control points Perimeter with entry control points 
(pedestrian, vehicle, rail)(pedestrian, vehicle, rail)
Infrastructure types and locationsInfrastructure types and locations

These are all geo-referenced!
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Force Protection Elements in GISForce Protection Elements in GIS
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DeterDeter

Identify entry/egress pathsIdentify entry/egress paths
Vulnerabilities Vulnerabilities –– assess effectiveness of assess effectiveness of 
mitigation measuresmitigation measures

Deter Deter (VBIED Example)(VBIED Example)

Short Duration TCPs

Easy, high-speed bypasses
around the target area

Bomber Truck Start Point

Bomber Truck Route 
(Moving S->N)

Site of VBIED attack

Flash TCPs

Target (Recruiting Station)

VBIED access routes identified on VBIED access routes identified on 
base map allows establishing base map allows establishing 
Traffic Control Points to limit Traffic Control Points to limit 
target accesstarget access
Also allows concentration of Also allows concentration of 
deterrence assets at betterdeterrence assets at better--
defined choke points and more defined choke points and more 
efficient utilization of resourcesefficient utilization of resources
Increased presence at more Increased presence at more 
highly controlled entry points acts highly controlled entry points acts 
as deterrentas deterrent

DetectDetect

GIS provides basis for merging/fusion of GIS provides basis for merging/fusion of 
multimulti--sensor data overlaid on base map sensor data overlaid on base map 
in real timein real time
–– Terrestrial (visual, IR, radar, thermal Terrestrial (visual, IR, radar, thermal 

imager)imager)
–– Maritime surface and subsurfaceMaritime surface and subsurface

GIS provides the GIS provides the ““commoncommon”” in in 
““Common Operating PictureCommon Operating Picture””

Underwater Intrusion DetectionUnderwater Intrusion Detection

• Passive acoustic 
underwater intrusion 
detection system for 
detection of divers, surface 
craft, U/W vehicles

• Demonstration system 
installed at Port Hueneme 
CA 2004, upgraded 2006

•Multi-sensor data 
integrated into GIS for 
target location and 
tracking

Acoustic arrays

Trunk cable to 
shore

Modeling & Simulation (M&S) for AntiModeling & Simulation (M&S) for Anti--
TerrorismTerrorism

GIS provides base GIS provides base 
map for map for 
implementation of implementation of 
ATFP systemsATFP systems
Use of standard Use of standard 
M&S tools to model M&S tools to model 
and assess and assess 
performance of performance of 
perimeter defense perimeter defense 
systemssystems

High-resolution 3-D rendering 
image of Bremerton allows 
assessment of effectiveness of 
ATFP systems with M&S tools

WarnWarn

Overlay of risks on base map allows efficient 
identification of population at risk, warning, 

dispatch, evacuation, 

CBRN Attack Hurricane
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Respond Respond 

Response is centrally dispatchedResponse is centrally dispatched
Requires common geographic reference Requires common geographic reference 
for dispatcher, responderfor dispatcher, responder
–– More attributes, the betterMore attributes, the better
–– Examples: building drawings, electrical and Examples: building drawings, electrical and 

other utilities, underground featuresother utilities, underground features
–– Hazards locationsHazards locations

Consequence ManagementConsequence Management

National Incident Management National Incident Management 
System (all hazards)System (all hazards)
Consequence Management Consequence Management 
Interactive Mapping ServiceInteractive Mapping Service
CM/EM tools are GISCM/EM tools are GIS--based based 
(currently ESRI)(currently ESRI)

Implications for X3D World RequirementsImplications for X3D World Requirements

Target ATFP users: Target ATFP users: 
–– Base, port, facility plannersBase, port, facility planners
–– System/equipment System/equipment specifiersspecifiers/purchasers/purchasers
–– Force protection officersForce protection officers
–– Security planners/staffSecurity planners/staff

X3D World requirementsX3D World requirements
–– Complete compatibility with ESRI filesComplete compatibility with ESRI files
–– EASE OF USE!EASE OF USE!
–– Ease of changes in GIS (add or move sensors, Ease of changes in GIS (add or move sensors, 

change access points for red or blue, etc.)change access points for red or blue, etc.)


